Encryption Methods
Simple Password Protection

The first layer of protection is the simplest.  This method is best used to reduce local prying eyes.  It doesn’t offer any encryption, per se, but it allows a document with sensitive information to be stored with some protection.  An example of when this method could be used is the spreadsheet that is passed around for many users.  This protection ensures that someone who should not be reading the contents of the spreadsheet cannot do so without the required password.  The sample that follows is done using Microsoft Office, specifically Microsoft Excel XP.

It is important to remember your passwords, because with out them you would not even be able to open the spreadsheet.

The password is assigned when you save the document.  To begin, go to the File menu and select “Save As.”  This protection is only found in the “Save As” dialog box.  When the dialog box is open, press the button that says “Tools.”  This will give you a menu, select “General Options” from this menu.
You will get a second dialog box.

[image: image1.png]Save

[© motawork 7] @ -@|@ X O

&

My Documents

©)

£

[l

tes

My Network.
Places.

File pame:

Save as type:

B =l

erascft Excel Workbook (k) E

=
o |,




[image: image8.png]Choose the settings you want for this folder

When you apply these changes you wil be asked f you wark the
changes to affect a subfolders and files a5 wel.
Archive and Index attributes

T~ Folder i veady for archiving.

7 For fast searching, alow Indexing Service to fdex this folder

Compress or Encrypt attrbutes

T~ Compress contents to save dick space
™ Encrypt contents to secure data

o ] o |





[image: image5.png][21x]
™ lways creae bickip
—
paswodtomen: | el

Passuord to modiy:

T~ Read-only recommended





Notice that here it is asking for two passwords: one password to open and one to modify.  If you would like to allow someone to read the spreadsheet, but not make changes, give he or she the password to open.  Do not give them the one to modify the document.  This will allow the person what is called “Read Only Access” to the work.  They can look, but they can’t touch.  In order to make changes, someone would require the modify password.  They will be asked for these passwords only once, and that will be when they try to open the spreadsheet.

To remove this protection you must have both passwords.  You will be asked for them when you open your work.  Type them in.  Go back to the File Menu, select “Save As” and press the “Tools” button and select “General Options” again.  Delete both passwords.  Press the “Save” button.  It may ask if you would like to replace the existing file with the new one, say yes.  You are replacing the file that had passwords with the file that does not.

Using Microsoft Office Encryption

Encryption allows for the storing information in a form that permits only authorized persons to understand and use it.  If an unauthorized person views the information, they only see sequences of garbled characters and symbols.  Microsoft has an encryption process built right into its Office Suite of applications.  There is a means to encrypt a file in Word as well as in Excel.  
To use this encryption system, begin by opening the document that you would like encrypted.  From the “Tools” menu, select “Options.”  When the dialog box opens, choose the “Security” tab.  The first option under “Security” is about encryption.  Please remember that you will need to provide a password to encrypt the file.  Type the password that you would like to use, and then click the button that says “Advanced.”
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Once you click on the button that says “Advanced” it will ask you to select an encryption type.  The default will be the Office Compatible encryption; this will work for our purposes, so click the “OK” button.  This returns us to the original “Options” dialog box.  Make sure that you have typed a password in the space provided and then click the “OK” button at the bottom.  This will generate a prompt for you to confirm your password.  As the dialog box warns, please be aware that passwords are case sensitive.  Here again, do not forget this password since it will be key to using this file in the future.  
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Once you confirm the password, save your document again.  From this point forward, though you will not see anything change immediately, this document will be encrypted.  

The next time you open this document, you will be prompted for the password for your own security.

Using Microsoft Windows XP Encryption

If your encryption needs are such that multiple files need to be protected, you may want to consider creating an encrypted folder to store these files in.  Windows XP has a feature built in that will allow you to set encryption for a folder and any file that you save to that encrypted folder or any file moved to it will be automatically protected.

To begin, create a new folder specifically for encryption.  Go to the “Start” menu and select “Programs” and follow the flow menu to “Accessories” and then to “Windows Explorer.”  At the top of the screen you will see an address bar.  It should default to the My Documents folder.  
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Go to the “File” menu and select “New” and follow the flow menu out to “Folder.”  A new folder will appear in the list on the right hand side of the screen.  Type the name of your new folder in the highlighted space.  Let’s call ours “Encrypted,” and then press Enter on the keyboard.
Right click on the new Encrypted folder symbol and choose “Properties” from that menu.  When the dialog box pops up, click on the Advanced button in the Attributes Section.  
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This will open a second dialog box that looks like the picture below. 


Click on the “Encrypt contents to secure data” box and then click “OK.”  This will bring us back to the “Properties” dialog box.  Click the “OK” button.  A box requesting a confirmation will pop up next.  It will ask if you would like the changes – adding encryption – to be applied to all of the subfolders and files in this folder.  Make sure that the radio button is set to apply changes all the way through.  Click the “OK” button.  
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Your Windows sign-on password is used in the encrypt/decrypt process. You do not need to reenter your Windows sign-on password when you retrieve, update, replace, add, or delete files from the Encrypt folder. Your initial Windows sign-on ID and password is all you need to enjoy the benefits of the encryption function.


































