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Computer Viruses


One thing that all computer users may have in common is fear of contracting a virus on their systems. A virus can be defined as “a self-replicating/self-reproducing-automation program that spreads by inserting copies of itself into other executable code or documents.”
 It is also considered to be ‘malware’ (malicious software), which includes worms and Trojans as well. Even though many types of anti-virus software exist, not every computer user utilizes these programs, which are not 100% effective. 

There are different types of computer infectors, some more common than others. A virus is a piece of software attaches itself to another executable program, becoming a part of the program itself. A worm, however, does not need another program to transmit itself. Also a piece of software, a worm uses computer networks to reproduce itself. E-mail viruses moves through e-mail messages, replicating by automatically sending e-mails from the host computer to the listings in its address book. Trojan horses are a type of infector that does not replicate itself. It is a program that claims to perform one action, such as a game, but instead performs a different, malicious action, such as erasing your hard disk.
 
The first worm that gained major attention was created in 1988 by a Cornell University student. Called the Morris worm, it quickly affected a number of computers that were on the internet at the time.
 The first PC virus was called the Brain virus, and infected the boot records of 360K floppy disks, taking up the remaining space on the disk so it could not be used.
  

Many people either try to protect their systems and fail, or do not understand the serious threat of computer viruses. When the question “Has your system ever been infected with a virus?” was posed to fifteen people, the following resulted:
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Viruses cause much devastation to so many people and computers each year. But you have to wonder why these destructive programs are created to begin with. Viruses do not evolve by themselves; they must have a creator to write their code and begin their distribution. Some people psychologically can not help but to cause pain to others. They get a thrill out of watching others suffer, especially when they know it is caused by something they did. Nowadays, virus writers are likely working with spammers and hackers, turning it into a business instead of a hobby. These people are in the business to hack into computers and steal confidential information.


Various companies, such as McAfee and Symantec, have developed antivirus software that tries to prevent or stop attacks on systems. There are two main techniques used by these programs: they examine files to see if any compare to files in the virus dictionary, and they identify any suspicious behavior that is occurring on the computer. With the first technique, if any file matches one in the virus dictionary, the antivirus software either attempts to repair the file, quarantines the file, or deletes the file entirely. In order to remain at a maximum level of effectiveness, antivirus software performs a periodical, downloadable virus dictionary update. These updates can be scheduled through the program to automatically look for an update at a specified time. System scans can also be set up in this fashion, so the computer user will not have to remember to run these on their own. The second technique offers a different kind of protection. By monitoring the activity of all programs active on the computer, the software is able to detect viruses that have yet to be added to the virus dictionary. Luckily, more and more people are now aware of the benefits of having antivirus software, and are protecting their computers.
 When the poll group was asked if they had antivirus software installed on their system, the results appeared as follows: 
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For the computer world to be as safe as possible the ‘no’ column in the previous chart should be non-existent; every active computer should have an antivirus program installed.


Even though many advances are being made quite frequently to protect computers against the newest threats, there are still many problems when it comes to viruses. The computer world will not be completely safe until steps are taken to eliminate the ability of programmers to introduce new viruses to systems. More needs to be done in the area of awareness as well; if more people had a larger knowledge of virus protection, they would not be at risk.
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